YcmaHoeka iBank2 Key Driver Linux

Hns pabotsl apaiiBepa HeoOxoaumo Hamure B cucteMe PCSDC nemona (PC/SC Smart Card
Daemon).

OTKIIIO4YaeM BCE TOKEHHBI.

Jlnst ycTaHOBKY JipaiiBepa 3arpyKeHHbIi co cTpanuib https://ibank.tpsb.com.ru apaiiBep
iBank2Key-Driver-Linux-x86-1.06.sh.gz (uwau iBank2Key-Driver-Linux-x64-1.06.sh.gz)

HAJI0 pacrakoBarh. Jlemaem pacriakoBaHHBIN (haiil UCIIOHSIEMBIM H 3aITyCKaeM OT IOJIb30BaTems
root:

wget https://ibank.tpsb.com.ru/dist/Linux-x86/iBank2Key-Driver-Linux-x86-1.06.sh.gz
gzip -d iBank2Key-Driver-Linux-x86-1.06.sh.gz
chmod +x iBank2Key-Driver-Linux-x86-1.06.sh

B CJIy4dac YCHGHIHOﬁ YCTaHOBKH BUIHUM CJICOYIOILICEC.

5-1.06&.sh

Puc 1. YcranoBka npaiisepa USB-Toxken moj Linux

[TpoBeputh paborocmocodHOCTh MOkHO 3amycTuB PCSCD B pexxume 0TIaaku, TOIKITIOYHB
USB-rtoken. [lns atoro ocranasimuBaem PCSCD u nepesamyckaem PCSCD B foreground
pEeXHUME C OTIAJKOM.


https://ibank.tpsb.com.ru/
https://ibank.tpsb.com.ru/dist/Linux-x86/iBank2Key-Driver-Linux-x86-1.06.sh.gz

: 5? 214-rchient.tps.dan - PuTTY

root@Zld-rolient:~# Jetc/init.d/pecscd stop
root@dZld-roclient:~# poscd -d —fI

Puc 2. Tlepesamyck PCSCD B pexume oTiaaku.

# me [root@214-relient]i~/IBANK2

9E089101 hotplug libudev.c:Z58:get driver({) Looking for a driver for VID:
, PID: 0x0005, path: /Sdev/bus/usb/003/006

nooopon3o

oooop1avw

nooonzl1z
*t******ttttt*t*t*ttt*t*t*ttttt*t*IFDHCreatechannelByName'D
ret=13 count=1l

data dump:

gooooooo 3k 98 95 00 80 31 <0 72 £7 41 81 07 10

find ok
22*ﬁ***ﬁtﬁtﬁt*tﬁtﬁtﬁtﬁt*tﬁtﬁtﬁt*tﬁtﬁIFDHGetcapabilities 4019
3**ﬁ*ﬁ*ﬁtﬁt*tﬁtﬁtﬁt*tﬁtﬁtﬁtﬁt*tﬁtﬁtIFDHGetcapabilitieS
00zZ75811

22**********t*t*t*t*t*t*t*t*t*t*t*t*IFDHGetcapabilities 4014
3*******t*t*t*t*t*t*t*t*t*t*tﬁtﬁtﬁtIFDHGetcapabilitieS

*ﬁ*ﬁ*ﬁ*ﬁtﬁtﬁtﬁtﬁtﬁtﬁt*tﬁtﬁtﬁtﬁtﬁtﬁIFDHPowerICC’0!500
ret=13 count=1l

data dump:
gooooooo 3k 98 96 00 80 31 <0 72 £7 41 81 07 10

Dxz09EEK

00109326 eventhandler.c:Zi6:EBHitatusHandlerThread () poweritate: POWER_STATE POWE

RED

Puc 3. Otnanounas unpopmanus PCSCD npu nogkiarouenun USB-Tokena tun “M”.

Bunno, uro 3arpyxen apaiisep nias FT SCR2000.




;fa 214-rclient.tps.lan - PUTTY

, PID: 0x0001, path: /fdev/bus/usb/005/001

00000414 hotplug libudev.c:258:get driver({) Looking for a driver for VID: OxlDEB
, PID: 0x0002, path: /dev/bus/usb/001/001

07296799 hotplug libudev.c:258:get driver () Looking for a driver for VID: 0xZ3A0
, PID: 0x000Z, path: /Sdev/bus/usb/003/008

goooposT

gooop14n

ooooozzo
ooooooes
ooooosed
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oooooT49
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ooooZazn
goooobel

Puc 4. Otnanounas nndopmarmst PCSCD npu moakimto4eHny “cuHero’ TOKeHa.
Buano, uto 3arpyxen apaiisep mias iBank2Key (ICCD Reader).

Y6enuBuInce, 4To Bce HOpMaibHO, epe3anyckaem PCSCD B ¢oHOBOM pekume.

;1’3 214-rclient.tps.lan - PUTTY

root@zZld-relient:~# killall peoscd
root@zZld-relient:~# Jetc/init.d/pescd start
rootlZld-relient:~# I

Puc 5. Ilepesanyck PCSCD B ponoBoM pexnme.

Hpaiisepa iBank2 Key v1.06 mist Linux X86 u X86-64 paboTocmnoco0eH ¢ TEKyIMMU BEPCHIMHU
KJIMEHTCKOTO amIeTa.
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Java Plug-in 1.6.0_26

Using JRE version 1.6.0_26-b03 Java HotSpot(Th) Client ¥M
User home directory = /root

clear console window
finalize ohjects on finalization queue
garbage collect
display this help message
dump classloader list
print memaory usage
trigger logging
hide console
reload policy configuration
dump system and deployment properties
dump thread list
dump thread stack
clear classloader cache
0-3: set trace level to <n=

deploymentsecurity.mixcode: ENAELE
isSealed: true

PC/SC mode: JPC/SC
Check result = false, ratio = 1.8502908557138198, file = false
Use crypto : CRYPTOC2
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Puc 6. Knuenrckuii anmer nox Linux-x86. K

CHUCTCEMC ITOAKIHOYCHBI TOKCHBI 000MX THIIOB.

Java Console

=10 x|

Java Plug-in 1.6.0_26
Using JRE version 1.6.0_26-b03 Java HotSpouTh) 64-Eit Server VM
User home directory = froot

clear console window
finalize objects on finalization queue
garbage collect
display this help message
dump classloader list
print memory usage
trigger logging
hide console
reload policy configuration
dump system and deployment properties
dump thread list
dump thread stack
clear classloader cache
-5: set trace level to <nx

deploymentsecurity.mixcode: ENABLE
isSealed: true

PC/SC mode: JPC/SC
Check result = false, ratio = 1.7114816870838882, file = false
Use crypto : CRYPTOLC?2
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Puc 7. Knmuenrckuii anmoet o Linux-x86-64. K cucreme moakIro9eHbl TOKEHBI 000UX THTIOB.



=10]x]

Java Console

Java Plug-in 1.6.0
Using JRE version pxa6460sr9fp2-20110625_01 GRY FP2) IEM |9 WM
User home directory = froot

clear console window
finalize objects on finalization queue
: garbage collect
: display this help message
dump classloader list
print memory usage
: trigger logging
hide console
reload policy configuration
dump system and deployment properties
dump thread list
dump thread stack
clear classloader cache
0-5: set trace level to <n>

deploymentsecurity.mixcode: ENABLE
isSealed: true

PC/SC mode: JPC/SC
Check result = false, ratio = 1.415094339622614, file = false
Use crypto : CRYPTOC2
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Puc 8. Knnentckwuii anmutet mox Linux-x86-64 (SLES11 SP1, IBM JRE 6). K cucreme
MOIKJIIOYEHBI TOKEHBI 000MX THUIIOB.

CriemyeT 3aMeTUTh, YTO B COBpeMEHHBIX qucTprOyTHBax Linux PCSCD MoxeT He 3amycKaThes
IIPY CTapTe OTIEPAIIMOHHOMN CHCTEMBI, a 3aITyCKaeTCsl JIUIIb TP OOMEHE TaHHBIMHU CO CMapT-
kaptoit. Hanpumep, daiin /etc/init.d/pcscd B Debian/testing conepXuT clieyroIIne CTPOKH:

# DO NOT start the daemon on startup

# comment the line to have the same behavior as in version < 1.6.0

exit 0

ITpuuem oH 3amyckaet ero npu nepsoM Bbi3oBe dynkin SCardEstablishContext() u mpu
OTCYTCTBHHU OOMEHa CO CMapT-KapTamu B TeueHre 60 CEeKyH/I IPOIIeCcC 3aBepIIaeTcs.



Puc 9. lemon PCSCD 3anymien npu oomene ¢ USB-TokeHOM.

Cremyet Takke 3aMETHTB, YTO TIPH 3aIycKe BO Bpems cTapta cucteMbl PCSDC-nemon
3aIycKaeTcs OT MoJb30BaTess oot u npobiem ¢ joctynoM k yerpoiictBam USB-Token He
Bo3HUKaeT. [Ipu 3anycke PCSCD no-TpeboBaHHIO OH 3alyCKaeTcs OT MOJIb30BaTeNsl, KOTOPBI
3amyckaeT KiIMeHTckuit JAVA-anmer u cpa3y nociie ycraHoBKu ApaiiBepoB USB-TokeHbI eMy
HeIOCTYIHBI. J[JIst pereHus 3Toi mpobieMbl HeoOXoauMo co3aTh B katasore /lib/udev/rules.d
daitn 92-bifit.rules cnenyromiero comepxaHus:

# udev rules to set the access rights of BIFIT smart card readers
# so they can be used by pcscd

# If not adding the device, go away
ACTION!="add", GOTO=""hifit_rules_end"
SUBSYSTEM!=""usb"", GOTO=""bifit_rules_end"

# BIFIT readers



ATTRS{idVendor}=="096e", ATTRS{idProduct}==""0005", GROUP=""pcscd""
ATTRS{idVendor}=="23a0", ATTRS{idProduct}==""0002"", GROUP=""pcscd""

# All done
LABEL="hifit_rules_end"

[Tocne coznanus kKoHpUTypanroHHOTO (aiina Heooxoaumo nepezamyctuth UDEV ¢ momMorbio
KOMaH/Ibl:

[etc/init.d/udev restart

[Tocne aToro B nanpHeimem ais daitsioB ycrpoiicts ¢ VendorID=096e+ProductID=005 u
VendorID=23a0+ProductID=0002 (troxeHoB tuna “M” u “cHHHX’’ TOKCHOB) IIpaBa JOCTyIa HA
Gaiinbl yCTpoHCTB

bynyr takue:

Is -1 /dev/bus/usb/001

umozo 0

Ccrw-rw-r-- I root root 189, 0 Oxm 25 15:44 001
crw-rw-r-- I root root 189, 17 Oxm 26 17:35 018
crw-rw-r-- 1 root pcscd 189, 18 Oxm 26 18:01 019
crw-rw-r-- 1 root_pcscd 189, 19 Oxm 26 18:01 020

To moctyn K ycrpoiicTBaM ecTb y rpymibl ykazanHoit B GROUP=""pcscd"" u mociue 3toro
KIMeHTCKui JAV A-ammuieT ycnenrHo paboTaeT ¢ TOKeHaMH OT HeNPUBUIETHPOBAHHOTO
0JIB30BATEIIS.

Nms tpeGyemoii rpymisl 11 Bamero quctpudytuBa Linux MOXHO OCMOTPETH TakK:

Is -1 /usr/shin/pcscd
-rwxr-sr-x 1 root pcscd 108280 Aez 28 01:27 pescd

BuHoO, 4T0 McKoMasi rpyra — PCSCA U Ha 3TOT UCTIOIHSAEMBIH (aiiyl ycTaHOBIICH aTpudyT SGID.
s npyrux noanepxkuBaembix PCSCD npaiiBepoB u3 Baiiero quctpudyrusa Linux, eciu
Bepcusi PCSCD 1.60 u HoBee moao0HbIe daitnbl koHdurypanuu B karanore /lib/udev/rules.d
y’Ke HUMEFOTCSI.



